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, STORIES FROM EVERYDAY DIGITAL LIFE |

f* Meet our completely normal crazy Family. We talk
- " straight when it comes to everyday digital life. We
meet lots of con men, creeps and other shadowy types too, like many
other Families ... So listen to our stories. May your expeditions in the
digital world be Free of stress and may your wallet remain untouched!
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AND IN THE SUPPORTING ROLES

YASMIN, Julia's best Friend and Seb's girlfriend - MRS. MEIER, the teacher - KEVIN,
who is being blackmailed - SVETLANA, grandpa’s internet love - MR. MONEY, who
steals all our time - MR. TUBER, the YouTube Dude - NILS & NOAH From the boys'
chat group - ALEX & BEN, the hackers




IT'S LOVELY TO
SPEND THE DAY
WITH YOU.

YEAH, TOTALLY! I

[ NOBODY LIKES

IT'S NOT

Y Y YASMIN WILL
T00 THIN, o THE WA FALLIN LoVE | | ENOUeH, SeBt
SEB! WITH SOME- LOOK AT 'I:HE
ONE ELSE. OTHERS, THEY'RE
MUCH STRONGER

THAN YOU!

... AND MUCH
MORE MUSCULAR.

YOU'VE GOTTA
D0 SOMETHING,
OR YOU'RE
FINISHED!

... AND
MUCH MORE
STYLISH.

. YASMIN'S
PROBABLY IN
LOVE WITH ONE
OF THEM -
ALREADY

YOU'RE NOT ON
THEIR LEVEL!

~——
BEANPOLE!

PUSH SOME
WEIGHTS!

NOBODY
LIKES You!

TRY
HARDER!

LOSER!

YASMIN
DESPISES YOU,
YOU WEAKLING!

STOP COMPARING YOURSELF TO OTHER PEOPLE ALL
THE TIME. YOV DON’T NEED TO, BECAUSE YOU’RE UNIQUE.

IF YOU NOTICE THAT POSTS, STORIES AND PICTURES FROM
CERTAIN PEOPLE AREN’T HAVING A 600D INFLUENCE ON YOV
AND MAKE YOU UNHAPPY, THEN GIVE YOURSELF
SOME DISTANCE AND DON'T CONSTANTLY CHECK IN
ON WHAT THEYRE UP TO.




SNAPSTREAK - ON FIRE! ;o ?
INSTA STORY - DONE! e EzAsTng\’nTJgYR =
WHATSAPP - ALL 6000! N 2 e
FB LIKES - CHECK! - L
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: LIFE WITHOUT OUR SMARTPHONES HAS BECOME ALMOST
e | IMPOSSIBLE. THIS MAKES BEING AWARE OF YOUR PHONE
r_—j ' USE HABITS ALL THE MORE IMPORTANT.

I MIGHT HAVE

TO STAY

o o |G\ THERE ARE TOOLS, SUCH AS APPS THAT SHOW YOV HOW
7 ‘ ; LONG YOU SPEND STARING AT YOUR PHONE EVERY DAY.
R ‘ | YOV COULD ALSO TRY MEETING UP WITH FRIENDS AND

s LEAVING YOUR SMARTPHONE AT HOME.




MY CEO JUST CONTACTED ME
OIRECTLY TO MAKE A SECRET
TRANSACTION FOR THE
COMPANY.

" I'M GOING TO GET
PROMOTED FOR SURE!

IN A COMPANY THIS BIG, A THE DAY AFTER
TOP-SECRET PERSONAL ORDER FROM

THE BOSS IS A REAL HONOUR.

IT WASN'T THE CEO WHO '
CONTACTED ME. IT WAS A HE ASKED ME TO
CON MAN. TRANSFER $50.000 TO A

BANK IN CHINA AS A DOWN
PAYMENT FOR A COMPANY
TAKEOVER ON BEHALF
OF MY BOSS.

STUPIDLY
AWI DID 'I,TDL

ARE YOU GOING TO LOSE TIP

YOUR J0B?

NEVER GIVE OUT INFORMATION IF YOU RECEIVE AN
E-MAIL FROM AN UNUSUAL OR DUBIOUS SOURCE.

NEVER FOLLOW INSTRUCTIONS FROM SUCH SOURCES,
ESPECIALLY IF YOU ARE PUT UNDER PRESSURE. REQUESTS
TO TRANSFER MONEY ARE ALWAYS SUSPICIOUS.




HEY, CHECK OUT HOW MANY LIKES
I'VE 6OT BY BUSTING THESE
LOSERS ON MY INSTA ACCOUNT!

WHAT? NO WAY! BOSS MEMES 1§
REPOSTING MY PICTURES!

I'VE BEEN ACCUSED OF VIOLATING
PERSONAL RIGHTS AND HAVE TO
DELETE MY INSTA POSTS.

GIRLS, MY INSTA ACCOUNT IS
GOING OFF! IT'S CRAZY

WHAT? AN OFFICIAL COMPLAINT?
FOR INVASION OF PRIVACY?

00 NOT PUBLISH PHOTOS THAT VIOLATE THE DIGNITY
OR HONOUR OF OTHER PEOPLE.

EVERY PERSON HAS A RIGHT TO THEIR OWN IMAGE AND CAN
DEMAND THAT YOU REFRAIN FROM TAKING OR PUBLISHING
PHOTOS OF THEM. THE BEST PART IS THAT YOU HAVE
THIS RIGHT TOO!




THEY'LL ALL SEE ME
AND DESPISE ME!

.. THEY'LL PUT THE FILM
I 60T AN E-MAIL SAYING ONLINE AND SEND IT TO MY

PORN SITES, AND UNLESS |
TRANSFER $2.500...

MY PARENTS!

MY BOSS!
OH 60D, EVEN MY
GIRLFRIEND WILL

WHAT'S UP?
DON'T BE S0
PARANOID!

" THEY HAVE MY E-MAIL PASSWORD

AND MY CONTACT LIST. )

CHILL, BRO. THEY ALL SAY THIS. TIF
UNLESS THEY SHOW YOV THE
FILM IT'S PROBABLY A LIE.

NEVER TRANSFER MONEY TO ANYONE WHO
THREATENS TO PUBLISH INTIMATE PICTURES OF YOU.
TALK TO SOMEONE YOU TRUST.

OFTEN SUCH THREATS ARE BASED ON STORIES THAT ARE
COMPLETELY MADE UP. THIS SCAM IS KNOWN AS “FAKE
SEXTORTION AND IS WELL KNOWN. NEVERTHELESS,
PEOPLE FALL FOR IT AGAIN AND AGAIN.




DARLING, WE'VE BEEN WRITING TO
EACH OTHER FOR DAYS NOW. I'D
LOVE TO FINALLY MEET YOU.

SVETLANA, MY DEAR,
WHERE ARE YOU?

MY DEAR SVETLAWA! PLEASE COME -
AND VISIT ME! S

r M AFRAID I CAN'T 0O THAT

( WHY noT?222 >

BECAUSE, MY DEAREST PRINCE CHARMING,
1 DON'T HAVE THE MONEY FOR THE FLIGHT.

/"NO PROBLEM, | CAN LEND
1T T0 YOU.

WOULD YOV REALLY DO
THAT FOR ME?

.. AND THEN | WAITED
AT THE AIRPORT FOR
HER FOR ABOUT TWO

IT TURNED OUT LATER THAT SHE DIDN'T

S0, NOW I'VE WI 0T
HAVE THE DOCUMENTS SHE NEEDED. N £ WIRED HER ANOTHER

$2.000 FOR HER VISA AND ANOTHER
FLIGHT...

BE CAREFUL WITH PEOPLE YOU HAVE NEVER MET
IN REAL LIFE. NOT EVERYONE ON THE INTERNET MEANS
WELL AND IS OUT FOR LOVE.

SO DON’T GIVE OUT ANY INFORMATION ABOUT YOUR
INTIMATE LIFE, DON'T TRANSFER MONEY AND DONT SEND
SEXY PHOTOS OF YOURSELF UNTIL YOU'VE ACTUALLY MET
THE OTHER PERSON AT LEAST ONCE AND ARE SURE
THAT THEY ARE HONEST.




37 VIDEOS LATER..

WHAT GREAT TIME MANAGEMENT

TUTORIALS! TOO BAD | DON'T HAVE
} ]m THE TIME FOR THEM.

IT'LL 6IVE YOU A FEW LITTLE
KICKS, GET YOV HOOKED AND
LOCK YOU INTO A WORLD WHERE
YOU’LL ACHIEVE NOTHING.

GREETINGS, MR. WEBSTER.
WELCOME TO THE WORLD OF
HARD TRUTHS.

I'’M JUST SOMEONE WHO'S DEVELOPED AN
ALGORITHM TO STEAL ALL YOUR TIME.

AND IT’LL MAKE ME |
FILTHY RICH.  \agHAHAHA!

TUTORIAL: HOW TO PUT DOWN
YOUR PHON

REGULARLY CHECK HOW MUCH TIME YOU SPEND ON
YOUR SMARTPHONE. AN APP THAT SHOWS YOU THE TIME
YOU SPEND ON YOUR PHONE EACH DAY MIGHT HELP.

YOU CAN ALSO SET TIME LIMITS FOR CERTAIN APPS. BE
AWARE THAT THE 0IGITAL WORLD CAN HAVE JUST AS
MUCH INFLUENCE ON YOUR LIFE AS THE REAL THING.




ATTENTION! TAKRAS ARE
ALREADY RECRUVITING IN THE

| SCHOOLYARD. A BYSTANDER SENT /.

THIS PHOTO AS PROOF.

E@Yolvbe

(TAKRAS|INVADE{THE
sclmluynn
| Y

3

7 1 SAW IT ON THE
| INTERWET.

=T

SO YOU BELIEVE THIS
PHONEY YOUTUBE
PSYCHO T00?

6UYS, CHECK OUT
YASMIN’S HAIRBAND. SHE
LOOKS LIKE ONE OF THESE
TAKRA PEOPLE. SHE'S
GONNA CURSE US %b

THE DANGEROUS TAKRA SECT
CONTINVES TO SPREAD.
MEMBERS OFTEN WEAR A THIN
HAIRBAND AS A MARKER.

/| KNOW YOU'RE PART
@\ OF THE TAKRA SECT.

SCANDALOVS, SHOCKING OR RIDICULOUS CONTENT IS

SHARED MUCH MORE OFTEN THAN FACTUAL INFORMATION.

EVEN IF IT’S MADE UP. SOMETIMES IT’S NOT EASY TO SEE
WHICH MESSAGES ARE FACTUAL AND WHICH ARE NOT.

DON’T BELIEVE EVERYTHING YOU SEE ON YOUTUBE,
INSTAGRAM, ETC.! BE CRITICAL AND DON’T SPREAD
FAKE NEWS.
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HER GPS DATA INDICATES THAT

SOMETHING IS WRONG WITH HER CAR.

SUGGESTING A NEW CAR WOULD BE A
600D MOVE. HER BUDGET IS $25,000.

MAY | PRESENT TO YOU MRS.
WEBSTER. A VERITABLE
GOLOMINE.

FROM HER PINTEREST AND
INSTAGRAM ACCOUNT WE KNOW
THAT SHE CAN BE WON OVER WITH
OFFERS ON BOOKS ON GARDENING
AND COOKING.

WELL, NOBODY'S
INTERESTED IN
MY DATA.

LOOKING AT HER YOUTUBE
HISTORY, IT’S TIME TO OFFER
MENOPAUSE PRODUCTS. WE
RECOMMEND SELLING ON AN
EMOTIONAL RATHER THAN A
FACTUAL LEVEL

- ACCORDING TO HER SEARCH HISTORY,
MRS. WEBSTER CLEARLY NEEDS A
VACATION. NOW IS THE TIME TO MAKE
SOME 600D OFFERS TO HER.

ON FACEBOOK WE SEE STRONG
EVIDENCE OF SOCIAL AWARENESS.
SHE IS PREDESTINED TO DONATE
MONEY TO 600D CAUSES.

POLITICALLY, MRS. WEBSTER IS
PRETTY MUCH IN THE MIDOLE. TO
CHANGE HER MIND POLITICALLY, ALL
YOU HAVE TO 00 IS SHOW HER THE
RIGHT NEWS AND CLIPS.

WHAT ARE YOU WAITING FOR?
BUY MRS. WEBSTER’S PERSONAL
DATA AND REAP THE REWARDS.

P.S: FOR A SMALL EXTRA
CHARGE, YOU CAN GET THE SAME

INFORMATION FOR HER WHOLE
FAMILY.

IT’S WRONG TO THINK THAT NOBODY IS INTERESTED
IN YOUR DATA, BECAUSE ALL DATA IS INTERESTING.
YOUR DATA IS COLLECTED, ANALYSED AND SOLD.

CHOOSE THE RIGHT SETTINGS ON YOUR DEVICE AND THINK
CAREFULLY ABOUT WHICH APPS AND WEBSITES YOV
ALLOW TO ACCESS YOUR DATA.
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SMOOCH, SMOOCHL.

7 SMOOCH,
SMOOCH!
OMG, GET A

JUST WAIT TILL YOU . MAX! 1 DIDN'T WANT TO SEE THAT,
FALL IN LOVE. 3 B BUT YOU JUST RECEIVED A
b : NUDE PICTURE.

IT’S TIM’S EX. SHE’S FROM THE

OTHER CLASS. THIS PIC IS DOING THE / THIS IS ILLEGAL

ROUNDS ON THE BOYS’ CHAT GROUP PORNOGRAPHY!
RIGHT NOW. )

NUDE PICTURES OF MINORS
CAN BE CONSIDERED CHILD
PORNOGRAPHY.

GUYS, THIS IS CHILD
PORNOGRAPHY!

00 NOT DISTRIBUTE EROTIC PHOTOS AND VIDEOS.
IF THEY ARE SHARED IN A CHAT OR WHATSAPP GROUP,
TELL PEOPLE THAT CREATING, SENDING AND POSSESSING
SEXUAL IMAGES OF MINORS, ANIMALS OR VIOLENCE IS

ILLEGAL AND PUNISHABLE BY LAW.
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) WHOA DUDE, SHE'S LOGGING ON
BRO, SOMEONE'S LOGGED TO A WEB SHOP RIGHT NOW.

-ON TO OUR FREE WIFI
SPOT!

YEP, WE'VE 60T HER
PASSWORD. SWEET.

H

OK, LET’S TRY THIS PASSWORD

ON OTHER SITES, LOTS OF PEOPLE GREAT, SHE DOESN'T USE A TRY HER E-MAIL ACCOUNT.
4 SSWORD MANAGER! THAT’S THE JACKPOT.
USE THE SAME PASSWORD A RD MANAGER HAT'S THE JAckP

EVERYWHERE. OR TWO-FACTOR
e AUTHENTICATION. THAT
WOULD BE WORSE!

,,,,,,,

: . o |
HAHA! DONE IT, BRO! WE'RE NICE! NOW WE'VE 60T ACCESS HEY, WHAT’S GOING ON? SOMEBODY’S

BUYING A TON OF ENERGY DRINKS
IN HER E-MAIL ACCOUNT. TO ALL HER PASSWORDS VIA
THE FORGOT PASSWORD LINK. . VSING MY ACCOUNT!!

CHANGE ALL YOUR TI F
PASSWORDS RIGHT NOW!

USE A DIFFERENT PASSWORD EVERYWHERE YOU NEED
TO LOGIN. IT’S BEST TO USE A PASSWORD MANAGER THAT
SUGGESTS STRONG PASSWORDS. DON'T WORRY: YOU WON'T

HAVE TO REMEMBER ALL YOUR PASSWORDS, JUST ONE
MASTER PASSWORD.

DON’T CONNECT TO A FREE WIFI HOTSPOT UNTIL YOV
FIND OUT WHO OWNS IT.
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BUT THESE NEW | THE BATTERY
BATTERIES MIGHT STAY
LAST FOREVER! /' CHARGED FOR A

LONG TIME, BUT THE
MINES IN THE CONGO
ARE BEING EXHAUSTED.

YOUR PHONE
IS LAME. BUY LAME?
A NEW ONE, YOU ONLY
DUDE! BOVGHT IT
LAST YEAR.

IT COSTS ALMOST NOTHING
WITH A SUBSCRIPTION!
WHAT ARE YOU WAITING
FOR? GET IT!

NOW THAT YOU'VE BOUGHT IT, AT
LEAST TAKE SOME RESPONSIBILITY
AND RECYCLE YOUR OLD PHONE
PROPERLY.

BAH! THIS PHONE IS FAST AS
HELL - YOU CAN VUSE IT TO 6ET
THINGS DONE QUICKER!

HEY! THE PEOPLE WHO WORK
IN THE MINES GET ALMOST
NOTHING .. DON'T DO IT!

WHAT’S REALLY GETTING USED
HERE ARE THE WORKERS, WHO
PRODUCE THESE PHONES UNDER
MISERABLE CONDITIONS. AND
THE ENVIRONMENT, WHICH 1S
POLLUTED BY PRODUCTION.

USE YOUR SMARTPHONE FOR AS LONG AS POSSIBLE.
IF IT BREAKS, GET IT FIXED IF YOU CAN.

WHEN YOU BUY A NEW PHONE, 6IVE AWAY OR SELL
YOUR OLD ONE. AND IF NOBODY WANTS IT,
YOU CAN RECYCLE IT.




IF you are in a difficult VY W AN situation and cannot get
out of it by yourself, a call to one of the Following numbers can help:
Pro Juventute Schweiz hotline For children and young persons:
Tel. 147 (available 24 hours a day, Free phone number)
~ Pro Juventute Schweiz parental advice: S
Tel. 058 261 61 61 (available. 24 hours a day, calls charged at the local rate)
Police hotline: Tel. 117 (available 24 hours a day, Free phone number)

_THE WEBSTERS ONLINE -

] jve | ] ] ] d everything
Find comprehensive inFormation on all the important topics an
ﬁgzuﬁ;a?ntifmt sefz.rurity ot www.websters.swiss. You can also Find the Websters on §
o Instagram at @websters__en.

- PRINTED COPIES AVAILABLE FREE OF CHARGE -
This publication can be ordered in English, German, French, Italian and
‘Rhaeto-Romanic, Free of charge. All information: www.websters.swiss " 28
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STOP PIRACY Swiss platForm against counterfeiting and piracy
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Schweizerische Eidgenossenschaft
Confédération suisse

Confederazione Svizzera
Confederaziun svizra

Federal Office of Communications OFCOM

Federal Consumer Affairs Bureau FCAB

Federal Data Protection and Information Commissioner FDPIC
Reporting and Analysis Centre for Information Assurance MELANI
Federal Social Insurance Office FSIO

Federal Commission for Children and Youth Affairs EKKJ

Schweizerische Kriminalpravention
Prévention Suisse de la Criminalité
Prevenzione Svizzera della Criminalita




